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Abstract. A robust multi-property combiner for a set of security properties merges
two hash functions such that the resulting function satisfies each of the properties which
at least one of the two starting functions has. Fischlin and Lehmann (TCC 2008) re-
cently constructed a combiner which simultaneously preserves collision-resistance, target
collision-resistance, message authentication, pseudorandomness and indifferentiability
from a random oracle (IRO). Their combiner produces outputs of 5n bits, where n
denotes the output length of the underlying hash functions.

In this paper we propose improved combiners with shorter outputs. By sacrificing the
indifferentiability from random oracles we obtain a combiner which preserves all of the
other aforementioned properties but with output length 2n only. This matches a lower
bound for black-box combiners for collision-resistance as the only property, showing that
the other properties can be achieved without penalizing the length of the hash values.
We then propose a combiner which also preserves the IRO property, slightly increasing
the output length to 2n + w(logn). Finally, we show that a twist on our combiners also
makes them robust for one-wayness (but at the price of a fixed input length).

1 Introduction

A black-box combiner for some cryptographic primitive, is a construction, which given black-
box access to two candidate schemes, securely implements the primitive, if at least one of
the two candidates securely implements it [Her05, HKNT05]. Thus combiners can be used as
hedge against the failure of a concrete construction, as the combiner is secure as long as at
least one of the two candidates is not broken. In light of the many recent attacks on popular
collision resistant hash functions [BCJ*T05, WYY05, WLF105, WY05, FLNO7], combiners
for hash-functions are of particular interest.

For many important primitives very simple combiners do exist. For example, the “con-
catenation combiner” CﬁIO’Hl (M) = Ho(M)||H1 (M) for hash-functions preserves the prop-
erty of being collision-resistant (CR) and target collision-resistant (TCR), because a collision
M # M’ for the combiner is always also a collision for both components Hy or H;. Thus if
either of the hash function Hy or Hj is collision-resistant, then so is the combined function.



Figure 1: Tllustration of the basic construction Cgp (left) preserving CR, PRF, TCR and MAC.
Here H{(-) denotes Hy((i), ||-) where (i), is the binary representation of the integer ¢ with
two bits. H{,(-) denotes Hy(-) ® Hi(-). By applying a pairwise independent permutation to
the input of HJ we get our construction Cypgow (right), which also preserves OW. Because
of the PIP, the input length of the construction must now be fixed.

Nowadays hash functions are often deployed in many facets, e.g., as pseudorandom func-
tions in TLS or message authentication codes in IPSec. In some standardized protocols
as RSA-OAEP [BR95] and RSA-PSS [BR96], even stronger assumptions on the underlying
hash-functions are made [BF05, BF06).

While the concatenation combiner preserves the MAC property, the PRF property is in
general not conserved. In contrast, the “XOR combiner” Cg"’Hl (M) = Ho(M) & My (M)
is robust with respect to PRF, and also for indistinguishability from a random oracle (IRO),
but neither preserves the CR nor the TCR property.

Ideally, one would like to have a single combiner preserving many properties simulta-
neously. To this end, Fischlin and Lehmann [FLO08] have introduced the notion of robust
multi-property combiners for a set of security properties PROP. According to their strongest
notion such a combiner satisfies the property P € PROP if P is satisfied by at least one of
the two candidate hash functions. Their combiner, denoted here as Csp, preserves all of the
discussed properties, i.e., (target) collision-resistance (TCR, CR), pseudorandomness (PRF),
message authentication (MAC) and indifferentiability from a random oracle! (IRO). Unfor-
tunately, the Csp combiner has a rather long output of 5n bits, where n denotes the output
length of the underlying hash functions. This raises the question whether having such a
long output is necessary for a combiner which preserves all the properties simultaneously,
or if we can do better. Let us mention that we can not hope to get below 2n bits (except
for a logarithmic additive term), as this is already a lower bound for black-box combiners
preserving collision-resistance only [BB06, Pie07, CRST07].

The Combiner C4p. In this paper we first propose a combiner C4p with optimal output
length of 2n bits and which preserves all the properties of the Csp combiner from [FLO0S],
except for indifferentiability from random oracles. The basic idea of this construction is to
use the concatenation combiner Cj, and to apply a three-round Feistel permutation to its

lIndifferentiability from a random oracle is sometimes also referred to as “being a pseudorandom oracle”.
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Figure 2: Ilustration of the construction Cypgiro (left), which (besides the four properties
preserved by C4p) also preserves the IRO property, at the prize of an increased output length.
The third branch of the construction operates on a signature value aj; depending on input
M and applies a pairwise independent function. On the right side the construction Cgp is
illustrated which simultaneously preserves all six properties considered.

output. In the first round of the Feistel permutation no round function is applied, whereas
the two subsequent rounds are constructed by using the XOR-combiner Cq (cf. Figure 1).
The round functions are made somewhat independent by prepending the round number to
the input.

The rationale here is that applying the Feistel (or any other) permutation to the output of
C still preserves the CR, TCR and MAC properties, e.g., collisions for C are pulled through
the downstream permutation and can be traced back to collisions for C. At the same time,
one achieves robustness for the PRF property. The latter can be seen as follows: if either Hy
or H; is pseudorandom, then the round functions in the Feistel network are pseudorandom as
Hg is a secure combiner for pseudorandom functions. The Luby-Rackoff [LR88] result now
states that a three-round Feistel-network, instantiated with quasi independent pseudorandom
functions, is a pseudorandom permutation. We note that the formal argument also needs to
take into account that finding collisions in the keyed version of the initial C; computation is
infeasible.

Preserving IRO. In Section 4.2 we modify the C4p construction such that it also preserves
indifferentiability from a random oracle. The obstruction of the IRO robustness in the Cy4p
combiner stems from the invertibility of the Feistel permutation: an adversary trying to
distinguish the output of the combiner from a random function (given access to the underlying
hash functions, as opposed to the case of pseudorandom functions for example) can partly
“reverse engineer” images under the combiner. Hence, we introduce a “signature” value a
(depending on the input message M), entering the round functions in the Feistel network
and basically allowing combiner computations in the forward direction only.

The description of our enhanced combiner Cypgro is given in Figure 2. The signature
ayy is taken as (a prefix of) the XOR of the output halves of the C|; combiner and is used as
additional input parameter in the Feistel round functions, allowing us to also save one round
of the Feistel structure. Note that this essentially means that different Feistel permutations



may be used for different inputs M, M’, because the signatures o, ap;s may be distinct.
In order to apply again the argument that the Feistel permutation does not interfer with
the CR,TCR and MAC robustness of the concatenating combiner, we therefore also need
to ensure that finding “bad” pairs ap; and apgs is infeasible. To this end we introduce
another output branch which basically guarantees collision resistance of the signatures. This
additional output is of length 3m for some m = w(logn), yielding an overall output length
of 2n + w(logn).

Preserving One-Wayness. Even though both our solutions are robust for an important
set of properties they are not good combiners for one-wayness. Our results so far merely show
that they are one-way functions making for example the potentially stronger assumption that
one of the two hash functions is collision-resistance. In Section 5 we therefore show how to
augment our constructions such they also preserves the one-wayness property.

The idea is that applying a pairwise-independent permutation (PIP) to the input of Hy
(or Hy) in the concatenation combiner C; makes this combiner also robust for one-wayness.
Then we can use this modified concatenation combiner in the initial stages of our previous
constructions, noting again the subsequent Feistel permutations do not interfere with this
property either. Yet, as the description length of a PIP is linear in its input length, the input
length of the derived combiners must be fixed, too, giving one-wayness as an additional

property.

More Related Work. Although for most basic primitives black-box combiners are easily
seen to exist, there are a few primitives for which combiners are not known, and there is
strong evidence that they might not exist. Most notably commitment schemes [Her05] and
oblivious transfer [HKNT05, HIKN08, MPWO07, MP06]. Note that those are primitives where
the security notion is defined for two parties, e.g. for commitments, we have a hiding property
for the committer, and a binding property for the receiver.

“Multi-property preservation” is not only interesting for combiners, but also for reductions
between primitives. In particular Bellare and Ristenpart [BR06a] show how to construct
a hash-function (taking as inputs messages of arbitrary length) from a fixed-input length
compression function, while preserving multiple properties. One can use the construction
of [BR06a] with the combiners from this paper in order to construct a hash function from
two candidate compression functions, where the hash functions enjoys any (of the preserved)
security properties, which is satisfied by at least one of the compression functions.

2 Preliminaries

2.1 Hash Functions and Their Properties

A hash function H = (HKGen, H) is a pair of efficient algorithms such that HKGen for input
1™ returns (the description of) a hash function H, and H for input H and M € {0,1}*
deterministically outputs the hash value H(M) € {0,1}™.

Depending on the security property we are interested in, the access of the adversary to the
hash function is modeled differently. For unkeyed primitives like (target) collision-resistance
or one-wayness, the description of H is given to the adversary. Whereas for keyed primitives
like pseudorandomness or the MAC property, the adversary only gets black-box access to H.
We could also consider a somewhat more general notion, where the key-generation algorithm



outputs a pair H,, H; of values, which together define the hash function H, and where in the
keyed setting, only H, (but not H,,) is kept secret. For example in the NMAC construction,
H,, would define the underlying compression function, and the secret key Hy would be the
randomly chosen initial value IV. All our results also hold in this setting, but we avoid using
such a fine-grained definition as to save on notation which would only distract from the main
ideas.

Below are formal definitions of the six important security properties for hash functions we
consider in this work: the unkeyed properties of (target) collision-resistance and one-wayness
and the keyed properties of being a PRF or a MAC. The final property — indifferentiability
from a random oracle — is a bit special, as one considers idealized components. In particular,
there’s no efficient key-generation algorithm, but rather the hash function is given directly
by an oracle.

collision resistance (CR): The hash function is called collision-resistant if for any efficient
adversary A the probability that for H «— HKGen(1") and (M, M’) «— A(H) we have
M # M’ but H(M) = H(M’) is negligible (as a function of n).

target collision-resistance (TCR): A hash function is called target collision-resistant if
any adversary defined by two efficient algorithms (A', .A?), has negligible success prob-
ability of winning the following experiment. Let A'(1") first generate the target mes-
sage M and possibly some additional state information st. Then, a hash function
H « HKGen(1") is chosen and A2 on input (H, M,st) tries to compute a colliding
message M'. The adversary wins if M # M’ but H(M) = H(M').

one-wayness (OW) : A hash function is called one-way if for any efficient algorithm A4 the
probability that for H « HKGen(1") and for random M (chosen from some domain
which is clear from the context) the probability that A(H, H(M)) returns M’ with
H(M') = H(M), is negligible.

pseudorandomness (PRF): A hash function is called pseudorandom, if for any efficient
adversary D the advantage | Pr[D# (1") = 1] — Pr[D/(1") = 1] | is negligible, where
H — HKGen(1™) and f is a random function f : {0,1}* — {0,1}"™.

message authentication (MAC): A hash function is a secure MAC' (where “secure” means
unforgeable under a chosen message attack), if for any efficient adversary A the proba-
bility that for H + HKGen(1") the adversary A (having oracle access to H) outputs
(M, 1) where 7 = H(M) and A did not make the oracle query M, is negligible.

indifferentiability from random oracles (IRO): Indifferentiability [MRHO04, CDMPO05]
is a generalization of indistinguishability allowing to consider random oracles that are
used as a public component. More formally, a hash function HY based on a random
oracle f is indifferentiable from a random oracle F if for any efficient adversary D

there exists an efficient algorithm S such that the advantage Pr|DH T (H) = 1} —

Pr [D}—’SF(H) (H) = 1} is negligible in n, where the probability in the first case is over

D’s coin tosses, H «— HKGen(1™) and the choice of the random function f, and in the
second case over the coin tosses of D and S, and H « HKGen(1") and over the choice
of F.



2.2 Robust Multi-Property Combiners

We now give a formal definition of robust multi-property combiners. A hash function com-
biner C = (CKGen, C) for some security property P is a pair of algorithms which, when
instantiated with two hash functions Hg, H1, itself implements a hash function, such that
the combined function satisfies P if at least one of the two candidates satisfies P. The concept
of combiners for multiple properties PROP = {P1, P2, ..., Py} has been introduced in [FLO08]
and distinguishes between different levels of robustness. In the weakest case the combiner
inherits a set of multiple properties if one of the hash functions is strong and has all the
properties (weakly robust), whereas the strongest notion only requires that each property
individually is provided by at least one of the two candidates (strongly robust). In between,
there are mildly robust combiners for which one property may support the implementation of
another property. In this paper we only consider strongly robust multi-property combiners.
We denote by PROP(H) C PROP for a set PROP = {P1,Ps,... Py} the properties which hash
function H has.

Definition 2.1 (Multi-Property Robustness) A hash function combiner C = (CKGen, C)
is strongly multi-property-robust (sMPR) for a set PROP = {P1,Pa,...,Pn} of properties, if
for any hash functions Ho, H1 we have P; € PROP(Hy) U PROP(H;) == P; € pPrOP(CTt0-71).

In our construction the key-generation procedure CKGen of the combiner calls the key-
generation procedure HKGen of Hy and H;, and possibly samples some more random variable
g which will define a pairwise independent function or permutation. The sampled functions
Hy, H, and g are then used in the evaluation procedure CHo-1:9 a5 “black-boxes”. For the
IRO property we assume that the evaluation procedure is given access to the oracles directly.
The security property then requires that CHo-H1.9 is indifferentiable from a random oracle
if Hy or H; is a random oracle, and the other oracle is arbitrary (but independent of the
random oracle).

3 The C4p Combiner for CR, PRF, TCR and MAC

In this section we introduce the construction of our basic combiner C4p as illustrated in
Figure 1. Recall that the idea of this combiner is to apply a Feistel permutation (with quasi
independent round functions given by the XOR combiner) to the concatenating combiner to
ensure CR, PRF, TCR and MAC robustness.

3.1 Our Construction

The three-round Feistel permutation P3 over {0, 1}?" is given by the round functions HZ (-) =
Hi(-) & Hi(-) for i = 2,3, with H{(-) denoting the function Hy({(i), |-) where (i), is the bi-
nary representation of the integer ¢ with two bits. The first round function is the identity
function, i.e., HL(X) = X. In the i-th round the input (L;, R;) is mapped to the out-
put (R;, L; © HE(R;)). We occasionally denote this Feistel permutation more explicitly by

Our combiner, instantiated with hash functions Hy, H1, is a pair of efficient algorithms
Csp = (CKGengp,Cyp) where the key generation algorithm CKGengp(1™) samples Hy «—
HKGeng(1™) and Hy <« HKGen(1™). The evaluation algorithm Cﬁf’Hl for parameters Hy, Hy
and input message M outputs

Cip ™ (M) = P3(H (M)||HY (M)).



3.2 Multi-Property Robustness

We next show that the construction satisfies the strongest notion for robust multi-property
combiners:

Theorem 3.1 Cy4p is a strongly robust multi-property combiner for PROP = { CR, PRF, TCR, MAC}.

Recall that a strong robust multi-property combiner inherits all properties that are provided
by at least one of the underlying hash functions. Thus, we have to prove that each property
CR,PRF, TCR and MAC is preserved independently.

Lemma 3.2 The combiner Cqp is CR-robust.

Proof. Observe that any collision M # M’ for Cﬁ;”Hl() directly gives a collision 00||M #
00]| M’ for for Hy(-) and Hy(-). Thus any adversary that finds collisions for C4p when instan-
tiated with Ho, H; with non-negligible probability, can be used to find collision (with the
same probability) for Hy and H; respectively: to find a collision for Hp «— HKGen,(1™) with
b € {0,1}, run Hy «— HKGeny(1") and then invoke the adversary on input Hy, H;. If the

adversary outputs a collision for Cf,;‘”Hl (+), this is also a collision for Hy(+). O
Lemma 3.3 The combiner C4p is TCR-robust.

Proof. The proof is by contradiction. Assume an adversary Ac = (AE, A2) that commits
to a message M before getting Hy and H; and then finds some M’ such that Cfp?"Hl (M) =
Cﬁﬁ”Hl (M'") with noticeable probability. Then we can use this attacker to construct a suc-
cessful target-collision adversary A, = (A}, A?) against the underlying hash functions H, for
b € {0,1} which contradicts the assumption that at least one of the two hash functions is
target collision-resistant.

First, the adversary A} (1™) runs Ag(1™) to receive the target message M and some state
information st. A} then commits to 00| M. On input Hy the adversary A2 samples the second
hash function Hj < HKGeng(1") and passes Hy, Hy together with (M,st) to A%Z. When A%
outputs a message M’ # M with C2™* (M) = CHo P (M) the adversary A? returns 00| M’

Due to the permutation a collision of M, M’ for the combiner can be traced back to the
input of P(-), i.e., Hy(00||M)| H1 (00| M) = Ho (00| M")|| H1(00]|M"). Hence, both adversaries
A, for b = 0,1 succeed in finding a message 00]|M’ that together with the target message
00||M leads to a collision under Hj, with the same noticeable probability as Ac. O

Lemma 3.4 The combiner C4p is PRF-robust.

Proof. As the XOR combiner is a good combiner for pseudorandom functions (PRFs), the
round functions HZ, H2 in the Feistel network P* = ¢[H}, H%, H3| are instantiated with
PRFs, as long as at least Ho or H; is a PRF. Prepending the unique prefix (i), for i = 2,3
to the input of HY(-) = Hg((i),||-) in each round ensures that the functions in different
rounds are never invoked on the same input, which means they are indistinguishable from
two independent random functions. The first round of our Feistel permutation, that does not
apply a round function, simply prepares the input for the second round function Hé() by
xoring both input halves HJ(M)® HY(M). Thus, if at least one hash function is a PRF then
the input to the second round function is already a pseudorandom value, which prevents an
adversary from directly choosing the inputs to the second Feistel round.



We can now apply the results due to Luby-Rackoff [LR88] and Naor-Reingold [NR99]
which state that a two-round Feistel-network invoked on an unpredictable input and instan-
tiated with independent pseudorandom functions is a pseudorandom permutation (PRP).

Further, if either Hy or H; is a PRF, then the initial concatenation combiner Cf(c”H1 is
weakly collision resistant?, thus the probability that the adversary will invoke the combiner
on distinct inputs M, M’ where HJ(M)||HY(M) = HJ(M')||H?(M"), is negligible. So with
overwhelming probability, all the adversary sees is the output of a PRP on distinct inputs.
This distribution is indistinguishable from uniformly random (this follows from the PRP/PRF
switching lemma [BRO6b]), thus C4p is PRF robust.

From any distinguisher D who has advantage e in distinguishing Cﬁ,‘]’H‘ making g queries,
we can construct distinguisher Dy and Dy, where (for b € {0,1}) Df”’p distinguishes Hj <
HKGen,(1") from random with advantage e — O(¢?/2"). For b = 0 (the case b = 1 is

symmetric) DYP first samples H; «— HKGen;(1™), then simulates the experiment Pl
(using this knowledge of H; and oracle access to Hyp), and finally outputs D’s output. If
Hj is a uniformly random function f : {0,1}* — {0,1}", then any (even computationally
unbounded) distinguisher making ¢ queries has advantage at most O(g?/2") in distinguishing
Cf;,;Hl from a random function (as the advantage from the PRP/PRF switching lemma and
the advantage in the Luby-Rackoff result are both O(¢?/2")). Thus if D distinguishes Cﬁf’Hl
from f with advantage e, it has advantage ¢ — O(¢?/2") to distinguish Cﬁ;‘)’Hl from Cf;,’DHl,
the latter is by definition also Dy’s advantage for f and Hy.

O

Lemma 3.5 The combiner Cyp is MAC-robust.

Proof. Assume towards contradiction that an adversary Ac with oracle access to the combiner
Cﬁ?’Hl (+) finds with non-negligible probability a valid pair (M, ), such that 7 = Cﬁ?’Hl (M)
but the message M was never queried to the MAC-oracle. Given Ac we can construct a
successful adversary 4, against the underlying hash function Hy for b € {0,1}. To forge
Hy(-), the adversary A first samples Hy < HKGen;(1™), and then lets Ac attack CZDO’Hl (),
and let Aj use his oracle access to Hy(-) and the knowledge of Hy to compute the answers
to Ac’s oracle queries. When finally Ac outputs (M, 7), the adversary A, computes its
forgery (00||M, ) by inverting the permutation P? = ¢[H%, H2, H2] (recall that H5(-) =
Ho((i), ||-) @ H1((i), ||-) and that the required hash function evaluations can be made with
the help of the MAC oracle):
7ol = P371(7').

The adversary A, then outputs the message 00||M and 7. If M was not previously queried
by Ac, then 00||M is distinct from all of A’s previous queries, because all additional queries
are prepended by (i), where i € {1,2,3}. By construction, if (M, ) is a valid forgery for
CHo (), then HY(M)||HY(M) = 7o||7y and thus (00||M,7,) is a valid forgery for Hy(-). O

Why C,p is not a combiner for pseudorandom oracles (IRO). Finally, we give a brief
idea why our combiner does not preserve IRO, unlike the robust multi-property combiner
proposed in [FL08]. To be IRO-robust our CZ;‘”HI has to be indifferentiable from a random
oracle for any efficient adversary D, if Hj is a random oracle for some b € {0,1}. Thereby

2Weak collision resistance is defined similarly to collision resistance, except that here the function is keyed
and the key is secret, i.e. the adversary only gets black-box access to the function.



the adversary D has oracle access either to the combiner CfF?’Hl and the random oracle Hyp,

or to F and a simulator S*. The simulator’s goal is to mimic Hj such that D cannot have
a significant advantage on deciding whether its interacting with Cﬂ;”Hl and Hp, or with F
and S7.

Usually, the strategy for designing such a simulator is to check if a query is a potential
attempt of D to simulate the construction of the combiner and then to precompute further
answers that are consistent with the information D can get from F. However, for Cﬁ;‘)’Hl the
simulator may be unable to precompute those consistent values, because an adversary D can
compute the permutation part of the combiner backwards such that S7 has to commit to
its round values used in the permutation P3 before knowing the initial input M. That is, D
first queries the random oracle F on input M and uses the response Y «— F(M) to compute
X = P371(Y) with the help of S simulating Hj, and the function Hj which is accessible in
a black-box manner. Then the answers of S7, in order to be indistinguishable from those of
Hy, must lead to a value X = S(00||M)|| H1(00]|M) if b= 0, and X = Hy(00||M)||S(00] M)
else.

While the part of X corresponding to S(00||M) can simply be set as response to a further
query 00[|M by the simulator, the part of H3(00|M) is determined by the oracle Hy(-) and
the message M. However, since the simulator does not know the message M when answering
D’s queries for computing P3_1, it is not able to call the Hj oracle about 00|/ M and to choose
those answers accordingly. Thus, the probability that the responses provided by S7 will lead
in P3_1(Y) to a value that is consistent with the structure of the combiner, is negligible and
the adversary D can distinguish between Cﬁf’Hl, Hy, and F, S with noticeable probability.

4 Preserving Indifferentiability: the Cspg1ro Combiner
In order to guarantee the IRO property, we modify the Cﬁ;”Hl combiner such that the ad-
versary is forced to query the message M before he can create meaningful queries aiming
to imitate the construction. By this the simulator becomes able to switch to the common
strategy of preparing consistent answers in advance. As explained in the introduction, adding
a signature value ap; into the computation does the job.

4.1 The Combiner C4p&|R0

In this section we consider the modified combiner C4pgro as illustrated in Figure 2. The
combiner Cypgiro = (CKGengpgiro; Cap&iro) is defined as follows: CKGengpgiro first samples
Hy — HKGeng(1™), H; «— HKGen;(1") and a pairwise independent function ¢ : {0,1}"" —
{0,1}3™ for some m < n/3 (the larger m, the better the security level, but the longer the
output, too):

Definition 4.1 (pairwise-independent function/permutation) A family of functions
G : A — B from domain A to range B is called pairwise independent iff for all x # 2’ € A
and z # z' € B we have Pryeglg(z) = 2z A g(z') = 2'] = |B| 72

A family of function I1: A — A is a pairwise independent permutation, if for x # x’ and
z# 2 € A we have Prycglg(z) =2z N g(2') = 2] = m.

One gets a simple construction of a pairwise independent function (PIF) mapping {0, 1}" to
{0,1}", by sampling a,b € {0,1}" at random, which then defines the function g4 (z) =
(ax + 1), where addition and multiplication are in the field GF(2") (if we want a smaller



range {0,1}™,m < n, one can simply drop n —m bits of the output). This construction is
also a pairwise-independent permutation (PIP), if a is chosen at random from {0,1}™\ 0"
(instead of {0,1}™).

The evaluation algorithm Ciiog"07 (M) first computes C”HO’H1 (M) = HJ(M)||H)(M) and
a value ap; — which we call the “signature of M” — as ap; = lsby, (HL(M)) where HY (M) =
HY(M) ® HY(M) and Isb,(z) denotes the a least significant bits of 2. The value ays is
used as an extra prefix in the round functions of the two-round Feistel permutation P2(-) =
Y[HE (anm]-), H3 (an]]-)]. Applying P2 on H{(M)|[HY(M) then gives the first part of the
combiners output.

The construction as described so far, is already a robust combiner for IRO and PRF, but
not for CR and TCR. The reason is that now distinct input messages M, M’ where oy # oy

lead to distinct Feistel permutations P2 w7 PO%M,7 and thus we cannot compute a collision for

leo’Hl (and thus for Hy and H;) from a collision C’lfo’Hl (P2, (M)) = Cﬁq"’Hl(Pazh (M")).

To solve this problem, we could append the signature to the output of the combiner, and
this way enforce that two inputs can only collide if they have the same signature. Unfortu-
nately, outputting the signature a directly would make the permutation P? invertible, and
ruin the IRO robustness of our construction. This is why we only output a “blinded” version
of the signature computed as lsbs, (HE (car)) @ g(anr). This way the signature aps gets not
leaked when Hy or H;j is a random oracle, which is necessary for the combiner to be IRO
robust. Moreover with high probability (over the choice of the pairwise-independent function
g) the blinding, which maps {0,1}™ to {0,1}*™, will be injective (i.e. contain no collisions),
which as explained before is necessary to get robustness for CR and TCR.

Overall, the combiner — as illustrated in Figure 2 — computes for input message M and
its corresponding signature ap; = Isb,,, (H(M)) the following output:

CiRiRg (M) = P2(HY(M)||HY (M) || Isbsm (HE (arr)) @ glanr).

4.2 Cypgiro is IRO-Robust

We show that our combiner is indifferentiable from a random oracle when instantiated with
two functions Hy, Hy, where one of them is a random oracle (we refer to it as Hy, b € {0,1}),
and the other function Hj is arbitrary. Like the random oracle H;, also Hy is given as an
oracle and accessible by all parties. The pairwise independent function g that comes up
in this construction is only needed to prove that Cypgiro still preserves the CR and TCR
properties; for the IRO property this function can be arbitrary.

Lemma 4.2 The combiner Capgiro is IRO-robust.

Remark. Note that the security of C4pg ro as a random oracle combiner depends on m, and
thus on the output length, which is 2n + 3m. This can be slightly improved to 2n + 2m + m’
for some m’ < m (by simply replacing 3m with 2m +m’ in Figure 2), though m’ should not
be too small, as C4pgiro is a good combiner for the CR and TCR with probability 2—m' (this
probability is over the choice of the PIF, as we explain later in Section 4.3).

Proof. For the proof we assume that b = 0, i.e., the hash function Hy : {0,1}* — {0,1}" is
a random oracle. The case b = 1 is proved analogously. The adversary D has then access
either to the combiner Cypgiro and Hy or to a random oracle F : {0,1}* — {0,1}2n+3m
and a simulator S¥. Our combiner is indifferentiable from a random oracle F if there exists
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a simulator S7, such that the adversary D can distinguish between Cypgiro, Ho and F,S*
only with negligible probability.

The simulator keeps as state the function table of a (partially defined) function Hy :
{0,1}* :— {0,1}"™, which initially is empty, i.e., Hy(X) = L for all X. We define H(M) =
Ho((i), ||M) to mimic the notion used in Figure 2. The goal of S is to define Hy in such a
way that, from D’s point of view, (F, lflo) look like (Cﬂ)g’j{ég, Hy), i.e., the output of Hy has
to be random and consistent to what the distinguisher can obtain from F. Therefore, our
simulator 87 parses each query X it is invoked on as X = (i), || M and proceeds as follows:

Simulator Sﬁl,f(X):
on query X check if some entry Y « Hy (X) already exists
ifY=_1 //no entry so far
if X = (0), ||M for some M
set f[g (X) = yo where yo is randomly chosen from {0, 1}"
get y1 «— HY(M) and compute aps = Lsbm (yo D y1)
get U «— F(M) for query M and parse U as U ||U2||Us
where |U1| = |Uz2| = n and |Us| = 3m.
set I?é(aMllzn) =Us D yo ® Hi(am|ly1)
set Hp(am||U2) = Ur ® y1 © Hi(anr||Uz2)
set Hi(anr) = (Usllz) @ (g(aan)ll0"%™) @& H(anr)
where 2z is randomly chosen from {0, 1}7~3™
if X # (0)4 ||M, choose a random Y € {0,1}"
and save the value by setting Ho(X) =Y
output Y «— Hp(X)

Whenever S7 is invoked on a query X where HO(X ) # L, S simply outputs H, (M).
Thus from now on we only consider queries X where H’O(X ) = L. In this case, S will
define the output of ﬁo(X ), and in some cases also on some additional inputs. On a query
X = (i)y || M where Hi(M) = L and i # 0, the simulator samples a random Y € {0,1}",
sets H{(M) =Y and outputs Y.

The interesting queries are the queries of the form X = (0),|[M which could be an
attempt of D to simulate the construction of the combiner, such that the simulator has to
compute in addition consistent answers to potential subsequent queries of D. The simulator
starts by sampling a random yg € {0,1}" and sets ﬁg(M ) = yo. To define the “signature”
an of M, 8% queries its oracle Hy on (0), || M and uses the answer y; = HY(M) to compute
anr = lsby, (Yo S y1). R

The simulator then defines the outputs of A}, H2 and H? such that Cﬁg’ﬁgc’)g (M) =F(M).
Therefore S invokes its random oracle F on input M and computes the corresponding out-
puts of H, by retracing the combiners construction as defined in the simulators description.
Note that this is possible in a unique way, except for the n — 3m last bits of ffg (aar), which
must be chosen uniformly at random. We say the simulator “loses” if, for some i € {1, 2,3},
the function H{ is already defined on any input of the form apy[|*, such that S% cannot
define all flé values in order to provide consistent outputs.

As apr € {0,1}™ is uniformly random, the probability that the simulator loses in the g-th
query is at most 3¢ -2~ (as each H’é for i € {1,2,3} is defined on at most ¢ — 1 inputs). Let
& denote the event that the simulator loses in any of its ¢ queries, then the overall probability
that € happens is at most 3¢? - 2=™. If £ does not occur, the replies of S7 are consistent
with F and random, since 87 answers are determined by its random choices and the replies
of F. Hence, the advantage of the adversary D in distinguishing (Cﬁ;’gf&ég , Hy) from (F,S%)
is at most the probability that event & happens, which is by Pr[€] = 3¢%-27™ negligible. [
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4.3 Cupgiro is Robust for CR, TCR, MAC, PRF

We now prove that, like the C4p combiner, C4pgiro also preserves the CR, TCR, MAC and
PRF property in a robust manner. We often merely sketch the proofs since they are similar
to the proofs for Cyp.

Lemma 4.3 The combiner Capgiro 15 CR- and TCR-robust.

Proof. We will prove that for any Hgy, H1, with probability 1 — 27™ over the choice of the
L . . . Ho,Hi,g : . .- ..
pairwise independent function g, any collision for C,g¢ rg’ is simultaneously a collision for
HY and HY. To this end, let M # M’ be a collision for Cﬁ’ézﬁ(’)g and let ap; and ajy denote
their signatures. Let Y| Y’ = Cfg’glﬁég(M) where Y € {0,1}?" and Y’ € {0,1}>™.
If apr = apy, then M, M’ must be a collision for Hg and HY, as we have

-1 -1
Hy(M)||HY (M) = P3(Y) = P2,

(Y) = Ho(M")||HY (M) (1)
and the Feistel permutations Poé2 , Pag, are identical if apy = apyr.

For M, M’ where ays # apyr, a collision Choghld (M) = Chloith9 (M) does not imply (1),
and thus will in general not be a collision for Hy and H;. Yet, as with probability 1 — 2™
over the choice of the pairwise independent function g : {0,1}™ — {0,1}*™, there does not
exist a collision M, M’ for Cﬁ;’éj;ég where ap; # apg. Note that for this it is sufficient to
prove that for any two potential signatures a # o’ € {0,1}™, we have

sbam (Hg () @ g(a) # Isbsm (Hg () @ g(a) (2)

as this implies that the final outputs are distinct for any two messages with different sig-
natures. As g is pairwise independent, for any particular a@ # o/, equation (2) holds with
probability 1 — 273", Taking the union bound over all 2™(2™ — 1)/2 < 22™ distinct values
a # o, we get that the probability that there exists some « # o’ not satisfying (2) is at
most 22™M /23m = 2—m,

The proof of TCR-robustness follows a similar argumentation. A collision M # M’ on the
combiner implies with overwhelming probability a collision HJ(M)||HY(M) = H)(M")|H)(M")
on the first evaluation of both hash functions. Thus, given an adversary A¢ against the com-
biner that commits to a target message M and later outputs a colliding message M’, one
can build an adversary against hash function Hj, that commits to 00||M and outputs in the
second stage 00| M. O

Lemma 4.4 The combiner Capgiro 1S PRF-robust.

Remark. To compute the first part of the output, our combiner Cﬁ?éjgég applies a two-round

Feistel network, which in general does not preserve (pseudo)randomness from an underlying
round function Hé, because it maps an input (Lg, Rg) to (L2, R2) where Ry = Hé(Ro) @ Lo
depends only on the given input values. When evaluating the Feistel network with two
distinct inputs (Lo, Ro) and (Lg, Ro), the difference Lo & L{, then propagates to the outputs,
ie., Lo ® Ly = Re & R), which can be exploited by an adversary. In our construction we
destroy this dependence by prepending the value aj; to the input of each round function,
where ap; = lsby, (HZ(M)) is a uniformly random value if Hy,b € {0,1} is a uniformly
random function. Thus we have Ry = Hg (aps||Ro)® Lo with Lo = HJ (M) and Ry = HY (M)
such that for two distinct inputs M # M’, the probability for Ry & Ry = HJ(M) & HJ(M')
is Prlapy = apr] =27™.
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Proof. Assume that the hash function Hj is a pseudorandom function, but the combiner

Cfg)&ﬁég is not (the proof for H; can be done analogously). Hence, there exists a successful

adversary D¢ which can distinguish Cﬁ?‘g’j{%g from a truly random function F : {0,1}* —
{0,1}27+3™ with non-negligible probability. We show that this allows to construct an adver-
sary Dy that can distinguish Hy from a random function f : {0,1}* — {0,1}".

Algorithm Dy simulates the oracle of D¢, which is either g’élﬁ-\}ég or F, with his own
oracle and the knowledge of H; «— HKGen; and g that he samples accordingly. For each
query of D¢, the adversary Dy computes an answer by emulating the combiner Cypgro using
Hiy(+), g and his oracle which serves as Hy.

For the analysis recall that the underlying oracle of Dy is either a random function f or the
hash function Hy(:). In the latter case Dy provides outputs that are identically distributed
to the values D¢ would obtain from Cﬁ’éjﬁég . Hence, we have

Hg,Hy,g

Pr[DI(Hy) = 1] = Pr[DSR (Hy, Hy, g) = 1].

If the underlying oracle is the random function f, then the computed answers of Dy have
to look like a truly random function as well. We show that this is true if, for ¢ queries
My ... M, and for all i # j, we have aps, # ap,. The probability of this not being the case
is at most ¢* - 27™, since apy = Isby, (HL(M)) is a random value when Hy gets replaced by
the random function f.

Hence, with high probability Dy will create for each query M; of D¢ a fresh signa-
ture apy,. To analyze the corresponding output of Dy we parse his answer in three parts,
namely Cibﬁﬂ;{’o(Mi) = U1||Us||Us with |Uy| = |Uz] = n and |Us| = 3m. The last part
Us results from the computation Isbs,, (f(11|lanr,) & H3 (ans,)) @ g(ans,). Since ayy, is uni-
formly distributed and gets extended by the unique prefix 11, the input value of f(11||aays,)
is distinct from all other queries to f during the Ci;,illﬁqo(Mi) computation, and hence
the corresponding output is an independently and uniformly distributed value. As xor-
ing is a good combiner for random functions, the randomness of f gets preserved in the
computation of Us. For the second part Us we just consider the final calculation, i.e.,
Uz = f(00lans, | M) © f(O1]|ans, ||Y) ® Hi(ap, ||Y) for some Y € {0,1}". Here we prepend
the bits 00 and 01 respectively to the random value oy, such that we have again distinct
evaluations of f which gives us uniformly random images. A similar argumentation holds
for Uy =Y’ @ f(10]|an, ||[Y") ® HE (an, ||Y") for YY" € {0,1}", where we use the unique
prefix 10 when querying f in order to obtain values that are independently and uniformly
distributed. Thus, if for all queried messages M; # M; of D¢ there occurs no collision on the
signatures, i.e., an, # an;, the values Uy||Uz||Us are independent random strings.

Overall, the output distribution of D¢ satisfies

Pr[D{ (Ho) = 1] < Pr[DE (Ho, Hy,g) = 1]+ ¢*- 27

Thus, the probability that Dy can distinguish Hy from f is not negligible, which contradicts
the assumption that Hy is a pseudorandom function. O

Lemma 4.5 The combiner Capgiro 1S MAC-robust.

Proof. The proof is by contradiction. Assume that an adversary A with oracle access to

the combiner Cﬁ’ézﬁ-\}(’)g outputs with noticeable probability a valid pair (M,7) where 7 =

Cﬁéﬁ{é" (M) and M is distinct from all previous queries to the MAC-oracle. This allows to

construct an adversary Ajp against the hash function H, for b € {0, 1}.
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Adversary A first samples Hy « HKGen; that it uses together with its own oracle Hy(-)
to answer all queries by A¢ in a black-box simulation. When A¢ returns a valid forgery
(M,T), where M # My, Ms ... M,, the adversary A, flips a coin ¢ «— {0,1} and proceeds as
follows:

e If ¢ = 0, then A, randomly chooses an index k between 1 and ¢ and looks up the
corresponding signature value apg, . It then computes 7o||m = Paz_l(lsbzn(T)) using
apg,, and stops with the output (00]|M, 7).

e If ¢ =1, then A, queries its oracle about 00]|M to receive an answer gy and computes
ay = Yo ®y1 with y; = HY(M). It then calculates the first round of the Feistel
permutation, i.e., until the evaluation of HZ where z = yo & Hg(an||y1) would be
used as input to this function. It outputs as forgery the message ((2), ||a||z) with
tag 7' = 7, ® Hy((2), || ||) @ y1 where 7|11 = Isby, (7).

For the analysis we have to consider two cases of an successful adversary A¢. In the first
case, Ac returns a pair (M, 7), such that ap = ayy, forsome j = 1,2,..., ¢, i.e., the signature
value of M has already been computed for another message M; # M during Ay’s process of
simulating the combiner. Then, if ¢ = 0, the adversary A, obtains a valid forgery (00| M, 75)
if it guesses the index j correctly and then inverts the Feistel step for input lsbs,(7) and
aypr;. The message 00[|M is distinct from all of Ay’s queries, because 00||M is distinct from
all 00[|M; and the additional queries of A, start with a prefix (i), where i € 1,2,3. Hence, if
Ac forges such a MAC with non-negligible probability €, then A, succeeds with probability
€/2q.

In the second case, A¢ outputs (M, 7) where aps has not occurred in 4,’s computations,
ie., an # an, for all j = 1,2,...,¢. In this case, we have ¢ = 1 with probability 1,/2
where A starts its forgery by computing the first round of the Feistel permutation for input
HY(M)||HY (M) and apr = Lsby, (HE (M)), which requires a further oracle query about 00[|M.
The left part of the computed Feistel output is then z = HJ(M)® HE (o ||HY (M)) and would
serve as input for H, é. The adversary uses this value together with the fresh signature oy as
its output message ((2), ||aas||z) and reconstructs the corresponding tag with the knowledge
about the other parameters. Since ayy is distinct from all apy;, the message ((2), |laar||z)
was never queried by A; before.

In both cases a successful attack against the combiner Cﬁ;’gﬁég allows successful attacks
on Hy and Hi, contradicting the assumption that at least one hash function is a secure MAC.
O

5 Preserving One-Wayness and the Cs;pi.ow Combiner

In this section we first propose a combiner which simultaneously is a combiner for CRHF's and
OWFs. At the end of this section we discuss how to plug in this combiner into our combiners
Cyp and Cypgiro to get our comstruction Cypgow (cf. Figure 1) and Cgp (cf. Figure 2),
respectively.

Recall that the concatenation combiner

C[ (M) = Ho(M)||Hy (M)

is a robust combiner for the CR property, but its not hard to see that this combiner is not
robust for the one-wayness property OW. On the other hand, the following combiner

CHo ™ (M| Mg) = Ho(Mp)| Hy(Mg)
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is robust for tho OW property, i.c. Cg\‘,)v’Hl(M L|[Mg) is hard to invert on a random input
from {0, 1}2™, if either Hy or H; is hard to invert on {0,1}™. Unfortunately, this combiner
is not robust for CR.

The basic idea to construct a combiner which is robust for CR and OW is to use the
CﬁI“’Hl combiner, but to apply a pairwise independent permutation (PIP) to the input of one
of the two components. As the length of a description of a PIP is twice its input length, we
have to assume an upper bound on the input length of the components. We fix the domain
of Hy and H; to {0,1}°", but let us mention that any longer input length kn,k > 5 will
work too (but then we’ll also need 2kn bits for the description of P). Allowing shorter input
length kn, k < 5 is not possible, as we use the fact that the input is (at least) 5n bits in the
proof.

5.1 A Combiner for CR and OW

We define the combiner Ccrgow for preserving collision-resistance and one-wayness in a ro-
bust manner as follows. The key generation algorithm CKGencrgow(1™) generates Hy «—
HKGeng(1") and H; < HKGen;(1™) and picks a pairwise independent permutation 7 :
{0,1}5" — {0,1}°". Tt outputs (Ho, Hy,7). The evaluation algorithm Cgé’&%lv’\f on input
M € {0,1}°" returns Ho(m(M))||H1(M). By the following theorem Ccreow preserves the
properties of ) and Cow simultaneously.

Theorem 5.1 The combiner Ccrgow s a strongly robust multi-property combiner for PROP =
{CR, TCR, MAC, OW}.

The proof is again split into lemmas for the individual properties.

Lemma 5.2 The combiner Ccrgow s CR-, TCR- and MAC-robust.

Proof. As for the CR and TCR properties, note that given any collision M # M’ for ng&%lv’\f,
we get a collision M, M’ for Hy and a collision 7(M), 7(M") for Hy. Note that (M) # n(M")
as 7 is a permutation.

To see that the MAC property is preserved, observe that given any forgery (M, ) for
Cg&&%‘v’vﬂ, we get a forgery (m(M), ) for Hy and a forgery (M, 71) for Hy where 7o||m = 7.
O

Lemma 5.3 The combiner Ccrgow 15 OW-robust.

More precisely, we show that for any functions Hy, H; and any T' = T'(n), the following is

true for all but a 1/27 fraction of the 7’s: an adversary who inverts ng&%lv’vw with probability

1/2T, can be used to invert Hy and H; with probability 1/273.3

Proof. We first need to relate the output of our combiner ngél%w to the one of Cg\‘,’v’Hl,

depending on T'. For this we call a tuple (7, yo||y1) bad if it is more than 272 times more likely
to be a key/output pair of Cgé’&%lv’\fo, compared to the combiner Cg\‘,)v’Hl(.) = Ho(.)||H1(.)
and random permutation 7. That is, (7, yo||y1) is called bad iff

Ho,Hqy,m
R}[Ccﬁj&ow (M) = yolly1]

> T2, Ho,H, = .
> 2.T MPR[ [Cow (Mol M1) = yolly1]

0,41

3Note that this statement implies that if either Hy or H; is one-way and 7 is chosen at random, then

C?&J&gwﬂ is one-way with overwhelming probability.
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Equivalently,
Pr{Ho(m(M)) = yol H: (M) = yn]

> . 2. = = .
> 2.7 AIEIM1[HO(MO) Yol H1(My) = y1] (3)

We next bound the likelihood of a tuple to be bad in terms of the adversary’s success prob-
ability (and running time):

CrLAamM 1: Pr, a(m, ng&%\;\f (M)) is bad] < 2/T?, where the probability is over the choice
of the PIP 7 : {0,1}°" — {0,1}5" and M € {0,1}°".

Proof. Letting My = Hgl(yo) and M; = Hfl(yl) denote the pre-images of yy and y; under
Hy and Hi, respectively, and 7(Mg) be the set of all w(x) for x € My, we can bound the
terms in (3) as:

| Mol

Wk [Ho(Mo) = ol Hi(M1) =] = =5 (4)
_ _ Mo N (My)]
PriHo(m(M)) = yo| H1 (M) = y] BTV (5)

The former equation is clear as we hit a pre-image of y for the random M, with the given
probability, and the latter follows as each of the possible pre-images of y; must be mapped
via 7 to a pre-image of .4

With equations (4),(5) and (3) we can rewrite the statement of the claim as
(MoNT(M)| _ o o [ Mol 2
e e < g
In order to prove this we consider for any My, M and w(M) the expected size of |[Mg N
m(M1)|/|Mi]| (over the choice of 7). First note that at least one element, namely 7 (M),
lies in Mo N 7w(Mj). For any other of the |M;| — 1 possible values M’ € My, M’ # M, the
value 7(M’) is uniformly distributed in {0,1}°" \ 7(M), because 7 is a pairwise independent
permutation. So the probability that 7(M’) hits Mo is (]Mg| — 1)/(2°™ — 1) (observe that
the term |Mg| — 1 comes from the fact that (M) € M cannot be hit). Hence,

R ]

For large My and M; the right hand side of the previous equation converges towards (4).
We are therefore interested in the probability that M, and M; are large. To derive this
probability first note that for any function f : {0,1}°® — {0,1}" there are at most 2" images
y with |f~1(y)| < 23", and a random input M falls into such a bad set with probability at
most 247 /25" = 27" As M and 7(M) are uniformly distributed, it follows that

Pr[|[Mo| < 25" v |IMy| < 25" < 2.27", (8)

(7)

Hence, except with probability 2-2~" (which becomes smaller than 1/72 for sufficiently large
n’s), we have | M| > 237 and | M| > 237 let us call this event £. In this case

1 (|Mo| = 1)(IMa| = 1) Mo
] (H 2o 1 <25 (9)

4Note that M1 contains at least the element H; (M), so division by 0 cannot occur.
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We can now prove (6) as (below Z = |Mg N w(M;j)|/| M)
M —n
Pr [Z >T2%. 2'257% < Pr[Z >T? - E[Z]|E] + Pr[~€] < 1/T? 4+ 227" < 2/T?

where we used (7)-(9) in the first and Markov’s inequality in the second step. O
Using Markov’s inequality once more the claim implies

Pr[lﬁ[(mcgg’&%w(M)) is bad] < 1/T] > 1 —2/T. (10)

We say that the permutation 7 is good if Prys[(7, Ccreow (7, M)) is bad] < 1/T7, thus by the
above equation, a random 7 is good with probability at least 1 — 2/T.

To conclude the proof, assume there exists an adversary A which inverts ng&%l\,’\;r(.) with
noticeable probability e = 2/T for more than a 2/T fraction of the n’s. Thus by equation
(10), this must be the case for at least one good 7. For this 7, the output of ngéz%l\;\f(.) is bad
with probability at most 1/7T, thus A must invert with probability at least e — 1/T even on
outputs that are not bad. But then, by equation (3), it must also invert of Cg\(,’v’Hl (Mo||My)
for random M, || M; with probability at least (e — 1/T)/2T? = 1/2T3. O

5.2 Combining Things

We can now plug in the combiner Ccrgow into the initial computation of our combiner
Csp. That is, we replace the initial computation HJ(M)||H?(M) in our original combiner by
HY(m(M))||HY(M) for messages of 5n bits. Note that if Hy(-) is one way on inputs of length
5n + 2, then also Hl? (+) is one-way on inputs of length 5n, and we only lose a factor of 4 in
the security.

More formally, in our combiner Cspgow = (CKGengpg.ow, Capgow) for functions Ho, Hy
the key generation algorithm generates a tuple (m, Ho, H1) consisting of a pairwise inde-
pendent permutation m (over {0,1}°") and two hash functions Hy < HKGeng(1") and
H; — HKGen;(1™). The evaluation algorithm CZF’,ZOC;VP\III for input M € {0,1}°" computes
P3(HY(m(M))|H)(M)) where P? is the Feistel permutation P? = [Hg, H3, H}]. Note
that applying a permutation to the output of a one way function does not violate the one-
way property. We have already proved that the other three properties CR,TCR,MAC which
are preserved by Ccrgow are not affected by applying a permutation in Section 3.

Theorem 5.4 The combiner Cypg.ow is a strongly robust multi-property combiner for PROP =
{CR, PRF, TCR, MAC, OW}.

When we apply the modifications from Section 5 and the combiner Cypgro from Section
4 together, we get our construction Cgp (cf. Figure 2). This construction is defined like
Cipgiro, Where one additionally applies a pairwise-independent permutation over {0, 1}*"
(with k£ > 5) to the input of HJ.

Theorem 5.5 The combiner Cgp is a strongly robust multi-property combiner for PROP =
{CR, TCR, PRF, MAC, OW, IRO}.
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